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About this Manual

This Manual is applicable to Network Camera.

The Manual includes instructions for using and managing the product. Pictures,
charts, images and all other information hereinaftare for description and
explanation only. The information contained in the Manual is subject to change,
without notice, due to firmware updates or other reasons. Please find the latest
version in the company website.

Please use this user manual under thedance of professionals.
Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT
59{/wL.95% 2L¢I Le{ I !w52!Iw9% {hC¢2! w9 ! b5
WITH ALL FAULTS AND ERRORS, AND OUR COMPANY MAKES NO WARRANTIES,
EXPRESS OIMPLIED, INCLUDING WITHOUT LIMITATION, MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND
NONINFRINGEMENT OF THIRD PARTY. IN NO EVENT WILL OUR COMPANY, ITS
DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOULFOR ANY SPECI
CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG
OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, C
LOSS OF DATA OR DOCUMENTATION, IN CONNECTION WITH THE USE OF THIS
PRODUCT, EVEN IF OUR COMPANY HAS BEEN ADWUEHDOSIBILITY OF SUCH
DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHAI
BE WHOLLY AT YOUR OWN RISKS. OUR COMPANY SHALL NOT TAKE ANY
RESPONSIBILITES FOR ABNORMAL OPERATION, PRIVACY LEAKAGE OR OTHER
DAMAGES RESULTING FROMRCXBEACK, HACKER ATTACK, VIRUS INSPECTION,

OR OTHER INTERNET SECURITY RISKS; HOWEVER, OUR COMPANY WILL PROVIDE
TIMELY TECHNICAL SUPPORT IF REQUIRED.



Network Camera User Manual

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS
YOUR JURISDICTION BEFORE USISGRODUCT IN ORDER TO ENSURE THAT
YOUR USE CONFORMS THE APPLICABLE LAW. OUR COMPANY SHALL NOT BE LIABLE
IN THE EVENT THAT THIS PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE
LAW, THE LAREPREVAILS

Regulatory Information

FCC Information

FCC complianc&his equipment has been tested and found to comply with the limits
for a digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection amgest harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful intedace to radio communications.
Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with partslof the FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may

cause undesired operation.

EU Conformity Stament

This product and if applicable- the supplied accessories too are

c E marked with "CE" and comply therefore with the applicable

harmonized European standards listed under the EMC Directive

2004108/EC, the RoHS Directive 201165EU.
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2012/19/EU (WEEHirective): Products marked with this symbol
cannot be disposed of as unsorted municipal waste in the
European Union. For proper recycling, return this product to your
s local supplier upon the purchase of equivalent new equipment, or
dispose of it at desigated collection points. For more information see:
www.recyclethis.info
200666/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the
European Union See the product documentation for specific
battery information. The battery is marked with this symbol, which
may include lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For
proper recycling, return the battery to your supplier or to asimated collection
point. For more information see: www.recyclethis.info.
Industry Canada ICE®3 Compliance
This device meets the CAN I€EE8)/NMB-3(A) standards requirements.

Safety Instruction

These instructions are intended to ensure that the usam use the product correctly

to avoid danger or property loss.
¢KS LINBOIdziAz2y YSIadaNE Aada RAGARSR Aydz

Warnings Serious injury or death may be caused if any of these warnings are

neglected.

Cautions Injury or equipment damagenay be caused if any of these cautions are

neglected.

A A

Warnings Follow these safeguards { Cautions Follow these precautions t
prevent serious injury or death. prevent potential injury or materia
damage.

W2 |


http://www.recyclethis.info/

Network Camera User Manual

A Warnings:

Please adopt the power adaptermieh can meet the safety extra low voltage
(SELV) standard. And source with IRC or 24 VAC (depending on models)
according to the IEC60980and Limited Power Source standard.

To reduce the risk of fire or electrical shock, do not expose this produeaiiricor
moisture.

This installation should be made by a qualified service person and should
conform to all the local codes.

Please install blackouts equipment into the power supply circuit for convenient
supply interruption.

Please make sure that the ceiling can support more than 50(N) Newton gravities
if the camera is fixed to the ceiling.

If the product does not work properly, please contact your dealer or the nearest
service center. Neer attempt to disassemble the camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or

maintenance.)

A Cautions:

Make sure the power supply voltage is correct before using the camera.

Do not drop the camera @ubject it to physical shock.

Do not touch sensor modules with fingers. If cleaning is necessary, use a clean
cloth with a bit of ethanol and wipe it gently. If the camera will not be used for
an extended period of time, put on the lens cap to protect se@sor from dirt.

Do not aim the camera lens at the strong light such as sun or incandescent lamp.
The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, so when any laser equipment is
being used, make sur&at the surface of the sensor not be exposed to the laser

beam.


http://www.cibo.cn/?dictkeyword=supply+interruption

Network Camera User Manual

. Do not place the camera in extremely hot, cold temperaturthe (Operating
temperature should be betweerB0Cto +60°C, or-40°Cto +60C if the camera
Y2RSt KI & I ), dudtydr ddmy enkirorimend, dr@l doAnét expose it

to high electromagnetic radiation.

To avoid heat accumulatioensure there igood ventilatiornto the device.

Keepthe camera awayrom water and any liquid

While shippingpackthe camera in its originabr equivalent,packingmaterials.

Or packing the same texture

Improper use or replacement of the battery may result in hazard of explosion.

Please use the manufacturer recommended battery type.

Notes:

For the camera supports IR, you are required to pay &étento the following

precautions to prevent IR reflection:

Dust or grease on the dome cover will cause IR reflection. Please do not remove
the dome cover film until the installation is finished. If there is dust or grease on
the dome cover, clean the dosncover with clean soft cloth and isopropyl
alcohol.

., Make certain the installation location does not have reflective surfaces of objects
too close to the camera. The IR light from the camera may reflect back into the
lens causing reflection.

The foam ringaround the lens must be seated flush against the inner surface of
the bubble to isolate the lens from the IR LEDS. Fasten the dome cover to

camera body so that the foam ring and the dome cover are attached seamlessly.
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Chapter 1System Requirement

Operating SystemMicrosoft Windows XP SP1 and above version

CPU 2.0 GHz ohigher

RAM 1G or higher

Display 1024x768 resolution or higher

Web Browser Internet Explorer 8.0 and above version, Apple Safari 5.0.2 and above
version, Mozilla Firefox 5.0 and above version and Google Chrome 18 and above

version.

10
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Chapter 2 Network Connection

Note:

You shall acknowledge that the use of the product with Internet access might be
under network security risks. For avoidance of any network attacks and
information leakage, please strengthen your own protection. If the product does
not work properly, ptase contact with your dealer or the nearest service center.

To ensure the network security of the network camera, we recommend you to
have the network camera assessed and maintained termly. You can contact us if
you need such service.

Before you start

, If you wantto set the network camera via LAN(Local Area Network)please
refer to Section2.1 Setting the Network Camera over the LAN

If you wantto set the network amera viaa WAN (Wide Area Network)please

5

refer to Section2.2 Setting the Network Canera over the WAN

2.1 Setting the Network Camera over the LAN

Purpose:

To view and configure the camera waaLAN, you need to connect the network
camera in the same subnetith your computer andinstall the SADP oNVMS7000
software to search and change the ofthe network camera.

Note: For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The following figures show the two ways of cable connectioa pétwork camera
andacomputer.
Purpose

To test the netwok camera, yowan directly connect the network camera to the

computer with a network cable as shown in Figusg. 2
11
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Refer tothe Figure 22 to setnetwork camera over the LANa a switch or a

5

router.

‘ or ————Network cable———m I./
. $ 1

Network Camera Computer

Figure 21 Connecting Directly

N

e 3
ot 5 g
e

C@b
/G\ '
@ o y
J

Network Camera Computer

Figure 22 Connecting via a Switch aRouter

2.1.2 Activating the Camera

You are required to activate the camera first by setting a strong password for it
before you can use the camera
Activationvia Web BrowserActivationvia SADP, andctivationvia Client Software
are all supported.
x  Activation via Web Browser
Steps:
1. Power on the camera, and connect the camera to the network.
2. Input the IP address into the address bar of the web browser, and click Enter to
enter the activation interface.
Notes:

The default IP address of the camera is 192.168.1.64.

For the camera enables the DHCP by defatitte IP address is allocated
automatically. Andyou need to activate the camera via SADP software. Please refer
to the following hapter forActivation via SADP.

12
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User Name admin

Password (%]

Confirm

Figure 23 ActivationviaWeb Browser
3. Create a password and unpthe password into the password field.

STRONG PASSWORD RECOMMENEDIighly recommend you create| a

strong password of your own choosing (using a minimum of 8 charafters,
includingat least three of the following categorieapper case letters, lowgr

case letters, numbers, and special characters) in order to increase the sgcurity

of your product. And we recommend you reset your password regulrrly,

especially in the high security system, resetting the password monthly or

weekly can better protect your pduct.

4. Confirm the password.

5. Click OK to save the password and enter the live view interface.
x  Activation via SADP Software

SADP software is used for detecting the online device, activating the camera, and
resetting the password.

Get the SADP softwarfrom the supplied disk or the official website, and install the
SADP according to the prompts. Follow the steps to activate the camera.

Steps:

1. Run the SADP software to search the online devices.

2. Check the device status from the device list, and selexinhctive device.

13
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’ Online Devices

G Total number of online devices: 3 ] Save as Excel | & Refresh Wodify Network Parameters

1D Device Type IPv4 Address Security  Port Software Version IPvd Gateway HTTP Port [Pl 192.168.1.64
001 XOEXXXKXXXX-X 192.168.1.64 Active 8000  Vx.xxxbuild soococx  192.168.1.1  NA o 8000

002 XXIOOOOOO(XK  192.168.1.54  Inactive 8000  Vxaxaxbuild xeocex  192.168.1.1 80 Bl 255.255.255.0
003 XK-XXXKXXXXXX 192.168.1.64 Active 8000  Vx.xxbuild xwoox  192.168.1.1 80 1Pv4 Gateway. 18216811

IPvE Address:

IPvE Gateway:

IPv6 Prefix Length: 0

HTTP Port &0

Device Serial No.: XA=DOOCOO0E OO

Enable DHCP

N | Passworc Save

Device Activation

New Password.  sesssese
Strong

Confirm Password:  sesssese

OK

Figure 24 SADP Interface

3. Create a password and input the password in the password field, and confirm the

password.

& STRONGPASSWORMRECOMMENDEDWe highly recommend you
create a strong password of your own choosing (using a minimum of 8
characers, includingat least three of the following categoriesupper
case letters, lower case letters, numbers, and special characters) in
order to increase the security of your produétnd we recommend you
reset your password regularly, especially in thghhsecurity system,

resetting the password monthly or weekly can better protect your

product.

4. ClickOKto save the password.

You can check whether the activation is completed on the popup window. If
activation failed, please make sure that the password tsd¢lee requirement and try

again.

14
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5. Change the device IP address to the same subnet with your computer by either

modifying the IP address manually or checking the checkbox of Enable DHCP.

Madify Metwork Parameters

IP Address: 192 168.1.64
Port: 8000

Subnet Mask: 255255 2550
IPv4 Gateway: 1892.168.1.1
IPvE Address:

IPvE Gateway:

|IPvE Prefix Lenath: 0

HTTF Port: a0

Device Serial Mo EECH ER RS EE S S
Enable DHCF

Password Save
Figure 25 Modify the IP Address

6. Input the password and click tHgavebutton to activate your IP address

modification.

x Activationvia Client Software

The client software is versatile video management software for multiple kinds of
devices.

Get the client software from the supplied disk or the official website, and install the
software according to the prompts. Follow the steps to activate the camera

Steps:

1. Run the client software and the control panel of the software pops up, as shown in

the figure below.

15
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Help

NVMS700

admin @ #F &5 1

Operation and Control

Main View
Viewing live video, controlling FTZ
functionality and sefling image
parameters.

E-map
Adding, modifying, d
operations of E-map

Maintenance and Management

Device Management
Adding, editing and deleting the
devices and groups

Account Management

ting, and basic

Remote Playback
Searching the record files and
playback

Security Control Panel

&

Event Management

Controlling and monitering the zone and
parition of the security control panel

18

TN Y
%

Video Wall
Configuring and eperating video wall
functions

Videa Intercom
Controlling and operating the video
intercom device.

Storage Schedule

B

Configuring the alarm, exception
parameters and the linkage actions for
the devices.

Configuring the storage schedule and
related parameters

feenll Leo Search
) -

System Configuration

Figure 26 Control Panel

2. Click theDevice Managemenicon to enter the Device Managaemt interface, as

shown in the figure below.

tem  View To

admin @ £

VMS7000

Device Management

= Sewver @ Group
T Device for Management (27}
_ {7 AddDevice (/ Modfy i Delete | Remote Configuration 2 OR Code @ Actvate | g Refresh All Filter
& Cloud P2P Device Nickname 4 | Device Type P Device Serial No. Security Net Status HDD Status Recording Status Sigr *
@ Securily Control Panel 1921681886 Normal Device 1921681888 2 (a] (=] (]
"’ AddNew Device Type 192168810  NormalDevice 192188810  CMIP953220141025CCWRA86220496 2 [a] e (=]
192168811  NormalDevice 192468811  CMIP1142W-2820150729BBWR532563266 ) (a) (=) (=]
192168813  NormalDevice 192168813  LV-WB933F4B20140722CCWRAT1856988 ) (a) (=) [=]
192168814  NormalDevice 192168814  CMIP3432-2820130201CCWR416687565 ) (a) (=) (=]
192168815  NormalDevice 192168315  PTZIP772X20IR20141011CCWR483875905 ) (a] (=] (=]
192168816  MormalDevice 192168816  LV-2E2020141104AAWR487848241 5 (a) (=) o
192168817  NormalDevice 192168817  CMIP7233-820141029CCWR4B6894575 % (a) (=] (=]
192168818  NormalDevice 192168818  CMIP3953-220131224COWRA46245011 3 (a) (=) (=]
192168819  NormalDevice 192168819  WH-CI1920-2820150805AAWRE34357938 5 (a) e =]
‘ '
Online Device (5} @ Refresh Every 60s
©7 AddtoClient > Add All WModify Netinfo  * Reset Password Activate Filter
P ~ | Device Type Firmware Version Security SewverPort | StartTime Added 3
Encoding device/Outdoor Device: 192168818  CMIP3953-Z V5.1.0build 140703 Active 8000 2015113001554 Yes
DVRDVS/MNVRAPCIPDINVHST000 x u N
BRI e s 192168813  LV-WBI33F4B V5.1.2build 140604 Active 8000 201511-1300:1542  Yes
S ER RN Dbl C el OO otk ot 192168814  CMIP3432-28 V5.1.20uild 140606 Aciive 8000 2015-11-1300:15:48 Yes

for Villa/Door Station for Apartment

and all the

Figure 27 Device Management Interface
3. Check the device status from the device list, and select an inactive device.
4. Click theActivate button to pop up the Activation interface.

5. Create a password and input the passwardhe password field, and confirm the

password.

16



Network Camera User Manual

create a strong password of your own choosing (using a minimum

characters, includingt least three of the following categoriespper

to increase the security of your produdt/e recommend you reset you

password regularly, especially in the high security system, resetting

password monthly or weekly can better protecturgroduct.

ﬁ STRONGPASSWORIRECOMMENDEWe highly recommend y01||

User Name admin
Password essecnse
Syong
« SWOrg ra YO
upp SPEC
“Y'? Y ' )
Coafirm Passwold essssess

Figure 28 Activation InterfacgClient Software)

6. ClickOKbutton to start activation.

of 8

case letterslower case letters, numbers, and special characters) in oyder

=

the

7. Click the Modify Netinfo button to pop up the Network Parameter Modification

interface, as shown in the figure below.
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Modify Network Parameter x

Device Information:

MAC Address: c0-56-e3-23-e1-29 Copy
Software Version: W3.3.1build 150811 Copy
Device Serial Mo.: WH-N5204-P40420141127AARR490878929WCVU Copy
Metwork Information:

-/ DHCP

Port: 2000

- IPvd(Dont Save)

IP Address: 192.168.1.125
Subnet Mask: 2552552550
Gateway: 192 168.1.1

IPvG(Dont Save)

Password:

Figure 29 Modifying the Network Parameters

8. Change the déce IP address to the same subnet with your computer by either

modifying the IP address manually or checking the checkbox of Enable DHCP.

9. Input the password to activate your IP address modification.

2.2 Settingthe Network Camera over the WAN

Purpose:
This setion explains how to connect the network camera to the Wit a static IP

or a dynamic IP.

2.2.1 Static IP Connection

Before you start:
Please pply a static IP from arSP (Internet Service ProvideY)/ith the static IP
addressyou can connect the networkamera via a router or connect it to the WAN
directly.

Connecting the network camera via a router
Steps

1. Connect the network camera to the router
18
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2. Assign a LANP address, the subnet mask and the gateviRgfer to Section 2.1.2
for detailed IP address cagfiration of the network camera

3. Save the static IP in the router.

4. Setport mapping e.g, 80, 8000, and 554 port3.he steps for port mapping vary
according to thedifferent routers. Please call the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix Br detailed information about port mpping.

5. Visit the network camera through a web browsertbe client softwareover the

internet.

s ' \
Network S Network ¢ ~ Network___ .
or T cable e cable \\.\ ingemet ) cable
\ e N
Router with Computer

Static IP

Network Camera

Figure 210 Accessinghe Camerahrough Router with Static IP
Connecting the network camera with static directly
You can also save the static IP in the camera and directly connect it to the internet
without using a routerRefer to Section 2.1.2 for detailed IP address configuration of

the network camera.
¢ e

‘ or —Network cable—( Internet ) -Network cable— ./
O \\“‘\_ P p /

Network Camera with Static IP Computer

Figure 211 Accessinghe Camerawith Static IFDirectly

2.2.2 Dynamc IP Connection

Before you start:
Please pply adynamiclP from an ISRVith the dynamic IP addresgou can connect
the network camerdo a modem or a router.

Connecting the network camera via a router

Steps
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1. Connect the network camera to the router.

2. Inthe camera, asign a LAN IP address, the subnet mask and the gat®eter.
to Section 2.1.2 for detailed IP address configuration of the network camera

3. In the router, set the PPPOE user name, password and confirm the password.

4. Setport mapping.E.g. 808000, and 554 portsThe steps for port mapping vary
depending on different routers. Please call the router manufacturer for assistance
with port mapping.

Note: Refer to Appendix 2 fatetailed information about port rapping.

5. Apply a domain nhame from a d@in name provider.

6. Configure the DDNS settings in the setting interface of the router.

7. Visit the camera via the applied domain name.

Connecting the network camera via a modem
Purpose:
This camera supports the PPPoE auto-aiafunction. The camera gets public IP
address by ADSL digh after the camera is connected to a modeMou need to
configure the PPPoOE parameters of the network cam®&efer to Section6.3.3

Configuring PPPOE Settinfiz detailed configuration.

~

¢ \ ;
‘ or O —Network cable— —Network cable- f‘ Internet ) -Network cable— /
\\\— ¥ - y 2 J

Network Camera Modem Computer

Figure 212 Accessingthe Camerawith Dyname IP
Note: The obtained IP address is dynamically assigned via PPPoE, so the IP address
always changes after rebooting the camera. To solve the inconvenience of the
dynamic IP, you need to get a domain name from the DDNS provider (E.g.
DynDns.com). Pleadellow the stepsbelowfor normal domain name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resolution
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Domain Name
Resolution Server

Port Map
Network S5 Network € \\ Network ./
etwor T o __Network_ ¢ y, _Network
‘ oF O‘ T cable T 2 cable ( Internet ) cable K
oA A i
Network Camera Router with Computer
Dynamic IP

Figure 213 Normal Domain Name Resolution
Steps:
1. Apply a domain name from a domain name provider.
2. Configure the DDNS setgs in theDDNS Settingsnterface of the network
camera. Refer to Section 6.3.4 Configuring DDNS Settingdor detailed
configuration.

3. Visit the camera via the applied domain name.

E Private Domain Name Resolution

PC+IP Server+ Static IP

U

|
Port Map Network cable
|

W i
Network == Network ¢ 5 Network
or i etwor; - 7//- - ol etwor _( ln[crnct i etwori |
cable cable cable
k )
g P 2
Network Camera Router with Computer
Dynamic IP

Figure 214 Private Domain Name Resolution
Steps:
1. Indgall and run the IP Server software it@mputerwith a static IP.
2. Access the network camera through th&Nwith a web browser orthe client
software.
3. Enable DDNS and seldé& Serveras the protocol typeRefer to Section6.3.4
Configuring DDNS Settindsr detailed configuration
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Chapter 3 Access tdhe Network

Camera

3.1 Accessing byeb Browses

3.1.1 User Login

Steps:
1.Open the web browser.

2.In the browser address bar, input the IP address of the network camera, and press
the Enterkey to enter the login interface.
3. Adivate the network camerdor the first time usingrefer to the sectior2.1.2 for

details
Note:

The default IP address is 192.168.1.64.
If the camera is not activated, please activate the camera first according to
Chapter2.1.2
4.Select English as the arface language on the tepght of login interface.
5.Input the user name and password and clicigin
The admin user should configure the device accounts and user/operator
permissions properly. Delete the unnecessary accounts and user/operator

permissions
Note:
The IP address gets locked if the admin user performs 7 failed password attempts

(5 attempts for the user/operator).
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FJ 7Yty mane|P Camera

Sign in with your account

ser Name

Password

Figure 31 Login Interface
6. Installthe plugin before viewing the live video araperatingthe camera. Please

follow the installation promgs to install the plugn.

Please click here to download and install the plug-in. Close the browser when installing the p

Figure 32 Download and InstaPlug-in
@ sSetup -We nents E'E‘@

Click Mext to continue, or Cancel to exit Setup.

[ Next > l[ Cancel

Figure 33 Install Plugin (1)

23



Network Camera User Manual

== =]

@ Setup - Web Components

Setup has finished installing Web Components on your
computer.

Click Finish to exit Setup.

Figure 34 Install Plugn (2)

Note: You may have tolosethe web browser tdnstall the plugin. Please reopen

the web browser and log in again after installing the pilug

3.2 Accessing b¢lient Software

The product CD contains tiNvMS700&lient software You ca view the live video

and manage the camenaith the software

Follow the installationprompts to install thesoftware. The control panel and live

view interfaceof NVMS700Qlient softwareare shown apelow.

admin @ g5 152721 & - @ x

* nvus7000

Remote Playback PR Video wan
jdeo, controlling PTZ @ Searching the record fles and FLA| Cerfouring and opsratng viceo wal
ting X funciions.

playback

image

E-map
3 Adding, modiying, deleting, and basic
operations of E-map

Maintenance and Management

&2

Account Management t Log Search 3] Svetem Configuration
f.r ‘ franll ©° (50) B “

gement
0 2nd deleting the
aroups.

account is configured, and allthe sending operations are stopped.

Figure 35 NVMS700@ontrol Panel
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' o e Ta ey
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= W Defast View
J t9aeen
& 9 Soeen
&l 15%-50en
+ W Custon Vew
Curwrd v
- Braasen

& LWOwerd P Cam

& NP P Cam

CanmraZi
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Figure 36 NVMS700Main View
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Chapter 4 Wi-Fi Settings

Purpose:

. & O02yySOilAy3a G2 GKS gANBfSaa ySig2N] =
network connection, which is very convenient for the actual surveillance application.
Note: This chapter is only applicable for the cameras wht builtin WiFi module.

4.1 Configuring WAFi Connection in Manage and
Ad-hoc Modes

Purpose:
Two connection modes are supported. Choose a mode as desired and perform the
steps to configure the \Wi.

Wireless Connection in Manage Mode
Steps:
1. Enter the WiF configuration interface.
Configuration> Network>Advanced Settings¥i-Fi
2. ClickSearcho search the online wireless connections.

Wireless List Search

No. SSID Working Mode Security Mode Channel Signal Strength  Speed(Mbps)
brovision-02 Manage WPAZ-persona 6 100 A4 A

2 I ion-03 Manage WPAZ-persona 1 96 A4

3 laview Manage WPAZ-persona 3 96 A4

4 Test Manage WPAZ-persona 11 96 54

8 Exhibition Manage WPAZ-persona 6 96 54 =

Figure 41 Wi-Fi List
3. Click to choose a wireless connection on the list.

Wi-Fi

551D davinci

Network Mode @ Manage © Ad-Hoc

Security Mode not-encrypted -

Figure 42 Wi-Fi SettingManage Mode
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4. Check theadio buttonto seled the Network modeasManage,and the
Security modef the network is automatically shown when you select the
GANBE Saa ySilig2N]Z LI SIFHaAS R2y Qi OKIy3aS A
Note: These parameters are exactly identical with those of the router.
5. Enter the key to connedhe wireless network. The key should be that of the

wireless network connection you set on the router.

Wireless Connection in Aloc Mode

If youchoosethe AK2 O Y2 RS> @2dz R2y Qi ySSR (2 02yyScC
router. The scenario is the sams you connect the camera and the PC directly with

a network cable.

Steps:

1. Choose Adéhoc mode.

551D laview
Metwork Mode 3] Manage
Security Mode not-encrypted -

Figure 43 Wi-Fi SettingAd-hoc

2. Customize a SSID for the camera.

3. Choose the Security Mode of the wireless connection.

4. Enable the wireless connection function for your PC

5. On the PC side, search the network and you can see the SSID of the camera
listed.

camerabd6Twifi u'.:‘..
belkinSdg o
Tenda_0A0R98 N
yourPC L
HenryHu M
APPLE Ll
Peter_Ma =

Open Network and Sharing Center

Figure 44 Ad-hoc Connection Point
6. Choose the SSID and connect.
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Security Mode Description:

331D davinci

Metwork Mode @ Manage © Ad-Hoc

not-encrypted

not-encrypted
WEP
WPA-personal
WFA-enterprise

[ Enable WPS WPAZ-personal
WPAZ-enterprise

FIN Code 123450678 (ZErerate
@ PBC connection (e

Figure 45 Security Mode

You can choose the Security Mode as -eotrypted, WEP, WPRgersonal,
WHPRA-enterprise, WPADersonal, and WPA@nterprise.

WEP mode:

S8ID laview

Security Mode

Network Mode @ Manage © Ad-Hoc

Security Mode WEP -
Authentication @ open © Shared

Key Length @ 64pit © 12300t

Key Type © HEX @ AsCll

Key1 @ [
Key2 ©
Keyz ©

Keyd ©

Figure 46 WEP Mode
Authentication- Select Open or Shared Key System Authentication, depending on
the method used by your access point. Not all access points have this option, in
which case they probablyse Open System, which is sometimes known as SSID
Authentication.
Key length This sets the length of the key used for the wireless encryption, 64 or
128 bit. The encryption key length can sometimes be shown as 4064 and
104/128.
Key type- The key typeswvailable depend on the access point being used. The

following options are available:
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HEX- Allows you to manually enter the hex key.
ASCIt In this method the string must be exactly 5 characters febi6¥EP and
13 characters for 128it WEP.
WPApersonal and WPADersonal Mode:
Enter the required Prshared Key for the access point, which can be a hexadecimal

number or a passphrase.

S3ID laview

Network Mode @ Manage © Ad-Hoc

Security Mode WPAZ-personal -
Encryption Type TKIP -
Key1 @ |

Figure 47 Security ModeWPApersonal
WPA enterprise and WPA2nterprise Mode:
Choose the type of client/server authenticatidbeing used by the access point;

EAPTLS or EAPEAP.

EAPTLS
|
SsID test
Network Mode @ Manage © Ad-Hoc
Security Mode WFPA-enterprise -
Authentication EAP-TTLS -
User Name
Password
Inner authentication PAP -

Anonymous identity

EAPOL version 1 -

CA certificate I Browse H Upload

Figure 48 EAPTLS
Identity - Enter the user ID to present to the network.
Private key passworg Enter the password for your user ID.
EAPOL versiorSelect the version used (1 or 2) in your accesstpoi

CA Certificates Upload a CA certificate to present to the access point for
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authentication.

EAPPEAP:

User Name Enter the user name to present to the network

Password Enter the password of the network

PEAP VersionSelect the PEAP version usedret access point.

Label- Select the label used by the access point.

EAPOL version Select version (1 or 2) depending on the version used at the
access point

CA Certificates Upload a CA certificate to present to the access point for

authentication

A

Fa your privacy and to better protect your system against security risks, we
strongly recommend the use of strong passwords for all functions and network
devices. The password should be something of your own choosing (using a
minimum of 8 characters, inclidy at least three of the following categories:
upper case letters, lower case letters, numbers and special characters) in order to
increase the security of your product.

Proper configuration of all passwords and other security settings is the

responsibitiy of the installer and/or endiser.

4.2 Easy WHFi Connection with WPS function

Purpose:
The setting of the wireless network connection is never easy. To avoid the complex

setting of the wireless connection you can enable the WPS function.

WPS (WFi Proteced Setup) refers to the easy configuration of the encrypted
connection between the device and the wireless router. The WPS makes it easy to
add new devices to an existing network without entering long passphrases. There are

two modes of the WPS connecticdhe PBC mode and the PIN mode.
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Note: If you enablehe WPS function, you do not need to configure the parameters

4dzOK +Fa (GKS SyONRBLIiA2zY (el IyR @&2dz R2y Qi

connection.
Steps:
Enable WPS
PIN Code 12345678 Generate

@ PBC connection Connect
@ Use router PIN code

SSID
Router PIN code
Figure 49 Wi-Fi Settings WPS
PBQMode:

PBC referso the PushButton-Configuration, in which the user simply has to push a

button, either an actual or virtual one (as tr— """ puytton on the
configuration interface of the IE browser), on both the Access Point (and a registrar

of the network) and the new wiltess client device.

1. Check the checkbox ¢~ Enable WFS {9 enable WPS.

2. Choose the connection mode as PBC.

@ PBC connection Connect
Note: Support of this mode is mandatory for both the Access Points and the
connecting devices.
3. Check on the Wi router to see if there is a WPS button. If pash the button
and you can see the indicator near the button start flashing, which means the WPS
function of the router is enabled. For detailed operation, please see the user guide of
the router.
4. Push the WPS button to enable the function on the camera.
If there is not a WPS button on the camera, you can also click the virtual button to
enable the PBC function on the web interface.

5. ClickConnectbutton.
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When the PBC mode is both enabled in the router and the camera, the camera and
the wireless networks connected automatically.

PIN Mode:

The PIN mode requires a Personal Identification Number (PIN) to be read from either
a sticker or the display on the new wireless device. This PIN must then be entered to

connect the network, usually the Access Pointhaf network.

Steps:
1. Choose a wireless connection on the list and the SSéRded automatically
2. ChoosdJse route PIN code

Enable WFS
PIN Code [12345678 || Generate
® PBC connection Connect
Lise router PIN code
S5ID
Router PIN code

Figure 410 Use PIN Code

If the PIN code is generated from the router side, you should enter the PIN code you
get from the router side ithe Router PIN codéeld.

3. ClickConnect

Or

You can generate the PIN code on the camera side. And the expired time for the PIN
code is 120 seconds.

1. ClickGenerate

PIN Code [35274353 | | Generate

2. Enter the code to the router, in the example, enter 48167581 to the router.

4.3 IPProperty Settings for Wireless Network

Connection

The default IP address of wireless network interface controller is 192.168.1.64. When
you connect the wireless network you can change the default IP.

Steps:
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1. Enter the TCP/IP configuration interface.
Configuration> Mtwork>Basic Settings PCP/IP
2. Select the Wlan tab.

DHCP

IPv4 Address 102.168.1.64

IPv4 Subnet Mask 255.255.255.0

IPv4 Default Gateway 192.168.1.1

IPv6 Mode Route Advertisement v View Route Advertisement

IPv6 Address
IPv6 Subnet Mask
IPv6 Default Gateway

Mac Address

MTU [1500 |

Multicast Address [ |

[ Enable Multicast Discowvery

Preferred DNS Server

Alternate DNS Server

Figure 411 Setting WLAN Parameters
3. Customize the IPv4 address, the IPv4 Subnet Mask and the Default Gateway.
The setting procedure is the same with that of LAN.
If you want to be assigned the IP address you ¢eatk the checkbox to enable

the DHCP.
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Chapter 5 Live View

5.1 Live View Page

Purpose:

The live iew page allows you to viethe reattime video, capture images, realize
PTZ control, set/call preseand configure video parameters.

Login the network camera t@nter thelive view page, or you can clickve Viewon

the menu bar othe main page to enter the live view page.
Degriptions of the live view page:

Menu Bar

PTZ

o
o| Control
| Panel

" Preset/
— Patrol
CMIP9723U-S . Settings

W % B & -maQt,-f v

Tool Bar
Figure 51 Live View Page

Menu Bar:
Click each tab tordger Live View, PlaybacRjicture, Applicationand @nfiguration
page respectively.
Live View Window:
Display the lie video.
Toolbar:
Toolbar allows you to adjustheé live view window sizethe stream type, and the
plugins. It also allows youo process the perations on the live view pagee.g,
start/stop live viaw, capture, recordaudio on/off, two-way audio, etc.

For IE (Internet Xplorer) uses, plugins as webcomponents and quick time are
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selectable. And for NofE uses, webcomponents, quick time, VLC or MJPEG is
selectable if they are supported by the wetotyser.

PTZ Control:

Perform @mnning, tilting and zooming actions of the came@antrolthe light andthe
wiper. (only available for cameras supporting PTZ fungtion

PresefPatrol Settings

Set/calldelete the preset or patrols for PTZameras.
5.2 Starting Live View

In the live view window as shown kigure5-2, click P on the toolbar to start the

live view of the camera.
WM. - @~ &~ b B & @ o~
Figure 52 Live ViewToolbar
Table 51 Descriptiors of the Toolbar

Icon Description

b/ Start/Stop live view

[3] The window size is 4:3

The window ize is 16:9

The original widow size
Seltadaptive window size

9 Live view with the main stream

8 Live view with the sub stream

B Live view with the third stream.
Click to select the thirgharty plugin.
O] Manually capture the picture.

e e Manually start/stop recording.
LRI S Audio on and adjust volume /Mute.
%/ % Turn on/off microphone.

OWIO} Turn on/off digital zoonfunction.

Note: Theicons vary according to the different camera models.
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5.3 Recording and Capturing Picturésanually

In the live viewinterface click Bl on the toolba to capture the live pictures or

click "M@ to record the liveview. The saving pathof the captured picturegnd clips
can be set on theConfiguration > Locapage. To configureremote scheduled
recording, please fer to Sectior6.l.

Note: Thecapturedimagewill be saved as JPEG fide BMP filein your computer.

5.4 Operating PTZ Control

Purpose:

In the live view interface you can use the PTZ control buttons to realize
pan/tilt/zoom control of the camera.

Note: To realize PTZ control, the camera connected to the network must support the
PTZ function ohavea pan/tilt unit installedto the cameraPlease properly set the

PTZ parameters on RS4&Htings pageeferringto Sections.2.4RS485 Settings

5.4.1 PTZ ControPanel

On the live view page, clic : next to the right side of the live view window show

the PTZ controlgnelandclick " to hideit.
Click the direction buttons toontrol the pan/tilt movemens.

PTZ
¥ a4 a o
« U » o o

v
-
'Y

(]

i

AT

Figure 53 PTZ Control Panel
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Click the zoonfbcudiris buttons to realize lens control.

Notes:

Thereare eight direction arrows(2, V, <Z, =, W, <, A&, <£&) in the control

panel.dickthe arrows to realize adjustmein the relative positions.
For the camerasvhich support lens movemeistonly, the drection buttonsare
invalid.

Table 52 Descriptiors of PTZ Control Panel

Icon Description

a o Zoom in/out

A O Focus near/far

Q 0O Iris+/-

— = PTZ speed adjustment

8 5 Lighton/off

e Wiper on/off

i Auxiliaryfocus

L) Initialize lens

= Adjust speed of panilt movemens
Start Manual Trackpg
Start 3D Zoom

5.4.2 Setting / Calling a Preset

Setting a Preset:

5

1. Inthe PTZ control pangéelect a presenumber from the preset list.

Figure 54 Setting a Preset
2. Use the PTZ control buttons to moveettensto the desired position.

w tly GKS OF vl (2 G§KS NRIKID{
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w ¢CAfd GKS OFYSNI dzLd 2NJ R2¢gy @

w %22Y AYy 2N 2dzi o

w wSFT20dza GKS fSyao
3. Click[# to finish the setting othe current preset.
4. You can click4] to delete the preset.

Calling a Preset:
This feature enables the camera to point to a specified preset scemaially or
when an event takes place.
For thedefined preset, you can call it at any time to the desired preset scene.
Inthe PTZ control pangselect adefined preset from the list and clid™! to callthe
preset.
Or you can place the mouse on the presgtterface, and call the preset by typing
the preset No. to call the corresponding presets.

KN -

1 Preset 1
2 Preset? 1}

3 Preset 2

Figure 55 Calling a Preset

5.4.3 Setting / Calling a Patrol

Note:
No less than 2 presets have to be configured before you set a patrol.

Steps:
1. Click to enter the patrol configration interface.

2. Select a path No., and clidt] to add the configured presets.

3. Select the preset, and input the patrol duration and patrol speed.
4. Click OK to save the first preset.

5. Follow the steps above to add the other presets.
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Patrol Path2 X+ 4+

Prezet Speed Time(s)

[1 ~v|Bo_ ][0 ]

Figure 56 Add Patrol Path
6. ClickOKto save a patrol.

7. ClickE to start the patrol, and cIicIJi‘ to stop it.

8. (Optional) CIic to delete a patrol.
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Chapter 6 Network Camera

Configuration

6.1 Configuring Local Parameters

Purpose:

The local configuration refers to the parameters of the live yieseord files and
captured pictures. The record files and captured picturestlaeeones you record and
capture using the web browser and thus the saving paths of them are on the PC

running the browser.
Steps:
1. Enter the Local Configuration interfacgonfiguration>Local

Live View Parameters

Protocol @ TCP O UDP ) MULTICAST O HTTP
Flay Performance () Shortest Delay @ Auto

Rules () Enable (@ Disable

Image Format @ JPEG ) BMP

Record File Settings

Record File Size () 256M ® 512M O 1G
Save record files to |C \Users\sharon.xie\Web\RecordFiles | Browse
Save downloaded files to |C \Users\sharon.xie\Web\DownloadFiles | Browse

Picture and Clip Settings

Save snapshots in live view to |D \ | Browse
Save snapshots when playback to |C \Users\sharon xie\Web\PlaybackPics | Browse
Save clips to |C \Users\sharon xie\Web\PlaybackFiles | Browse

Figure 61 Local Configuration Interface
2. Configurethe following settings:
Live View ParametersSet the protocol typend live view performance.
E Protocol TypeTCP, UDP, MULTICAST and HTTP are selectable.
TCP:Ensures complete delivery of streaming aland better video quality,

yet the realtime transmission will be affected.
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UDP:Provides reatime audio and video streams.

HTTP:Allows the same quality asf TCP without setting specific ports for

streaming under some network environments.

MULTICASTi Q4 NBO2YYSYyRSR (2 aStSO0G a/!'{¢ (&
Multicast function. For detailed information about Multicast, referSection

6.1.1 ConfiguringTCP/IP Settings

E Live View PerformanceSet the live view performance to Shortest Delay or
Auto.

E Rules:lt refers to the rules on your local browssglect enable or disable to
display omot display the colored marks when the motion detection, face
detection,or intrusion detection is triggeredeg.,enabled as the rules are
and the face detection is enaldl@s well, when a face is detected, it will be
marked with a green rectangle on the live view.

E Image FormatChoose the image format for picture capture.

Record File SettingsSet the saving path of the recorded video filgalid for the
record files youecorded with the web browser.

E Record File SizeSelect the packed size of the manually recorded and
downloaded video files to 256M, 512M or 1@fter the selection, the
maximum record file size is the value you selected.

E Save record files toSet the savig path for the manually recorded video files.

E Save downloaded files toSet the saving path for the downloaded video files
in playback mode.

Picture and Clip SettingsSet the saving paths of the captured pictures and

clipped video filesvVald for the pctures you capturevith the web browser.

E Save snapshots in live view t&et the saving path of the manually captured
pictures in live view mode.

E Save snapshots when playback t&et the saving path of the captured
pictures in playback mode.

E Save clips toSet the saving path of the clipped video files in playback mode.
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Note: You can clicBrowseto change the directory for saving the clips and pictures.

3. ClickSaveto save the settings.

6.2 Configure System Settings

Purpose:
Follow the instructions below to afigure the system settings, includg/stem

Settings, Maintenance Security, and User Managemeetc.

6.2.1 Configuing Basic Information

Enter the Device Information interfac€onfiguration> System> System Settings

Basic Information

In the Basiclnformation interface,you can edit the Device Name abevice No..

Other information of the network camera, such as Model, Serial No., Firmware
Version, Encoding Version, Number of Channels, Number of HDDs, Number of Alarm
Input and Number of Alarm Outputr@ displayed. The information cannot be

changed in this menu. It is the reference for maintenance or modification in future.

Device Name [IP CAMERA |
Device No. |88 |
Model CMIP9723W-S

Serial No. CMIP9723W-520150728BBWR532956417

Firmware Version V5.3.6 build 151204

Encoding Version V7.0 build 151117

Web Version W4.0.1 build 150915

Plugin Version V3.05.42

MNumber of Channels 1

Number of HDDs 0

Number of Alarm Input 1

Number of Alarm Output 1

Figure 62 Basidnformation
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6.2.2 Configuring Time Settings

Purpose:

You can follow the instructions in this section to configure the time symshation
and DST settings.

Steps:

1. Enrer the Time Settings interfac&onfiguration >System>System Settings >

Time Settings

Time Zone | (GMT-05:00) Eastern Time(US&Canada) W
NTP
W NTP
Senver Address |time.windows.com |
NTP Port [123 |
Interval | 1440 | min
[Test ]

Manual Time Sync.
( Manual Time Sync.
Deavice Time 2016-03-10T02:28:49

Set Time 2016-03-10T02:28:46 e Sync. with computer time

Figure 63 Time Settings
2. Select the Time Zoraf yourlocation from the dropdown menu.
3. Configure the NTP settings.
(1) Clickto enable theNTPfunction.
(2) Configure the following settings:
Server AddresdP address of NTP server.
NTP PortPort of NTP server.
Interval: The time interval between the two synchronizing actions with NTP

server.
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(3) (Optional) You can click thest button to test the time synchronization

function via NTP server.

NTP
@® NTP
Server Address | time windows_com |
NTP Port [123 |
Interval | 1440 | min

| Test |

Figure 64 Time Sync by NTP Server
Note: If the camera is connected to a public network, you should use a NTP server
that has a time synchronization function, such as the server at the National Time
Center (IP Addres210.72.145.44). If the camera is set in a customized network, NTP
software can be used to establish a NTP server for time synchronization.
Configure the manual time synchronization.
(1) Check theManual Time Syndtem to enable the manual time

synchronizatio function.
(2) Click the icon’_ to select the date, timdrom the popup calendar.

(3) (Optional) You can che&ync. with computer timdtem to synchronize the

time of the device with that of the local PC.

2016-03-10T02:30:55 E‘T
A hdar 2016 W
Sun Mon Tue Wed Thu Fn  Sat

1 2 3 4 3

6§ 7 & 91112

13 14 13 16 17T 18 19
0 21 22 33 24 15 16

T 28 % 30 3l

DK
Figure 65 Time Sync Manually

ClickSaveto save the settings.
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6.2.3 Cnfiguring RS232 Settings

The RS232 port can be used in two ways:
., Parameters Configuration: Connect a computer to the camera through the serial
port. Device parameters can be configured by using software such as
HyperTerminal. The serial port parameters shbe the same as the serial port
parameters of the camera.
Transparent Channel: Connect a serial device directly to the camera. The serial
device will be controlled remotely by the computer through the network.
Steps:
1. Enter RS232 Port Setting interfa@nfiguration> System> System Settings

RS232

2. Configure the Baud Rate, Data Bit, Stop Bit, Parity, Flow Control, and Usage.

Baud Rate (115200 |

Data Bit E ~|

Stop Bit [1 v

Parity [Mone v|

Flow Ctrl [Mone ~|

Usage [Console |
B Save

Figure 66 RS232 Settings
Note: If you want to connect the camera by the RS232 port, the parameters of the
RS232 should be exactly the samith the parameters you configured here.

3. ClickSaveto save the settings.

6.2.4 Configuring RS485 Settings

Purpose:
The RS485 serial port is used to control the PTZ of the camera. The configuring of the

PTZ parameters should be done before you control theuditZ
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Steps:
1. Enter RS185 Port Setting interface&Configuration> System> System Settings
RS485

RS5485

Baud Rate (9600 v
Data Bit |8 v|
Stop Bit [ v
Parity [None v
Flow Ctrl [None v
PTZ Protacol |[PELCO-D M
PTZ Address [0 |

Figure 67 R$485 Settings
2. Setthe RS485 parameters and chaketo save the settings.
By default, the Baud Rate is set as 9600 bps, the Data Bit is 8, thets®f bind
the Parity and Flow Control is None.
Note: The Baud Rate, PTZ Protocol and PTZ Address parameters should be exactly the

same as the PTZ camera parameters.

6.2.5 Configuring DST Settings

Purpose:

Daylight Saving Time (DST) is a way of making betteofue natural daylight by
setting your clock forward one hour during the summer months, and back again in
the fall.

Configure the DST according to your actual demand.

Steps:

1. Enter the DST configuration interface.

Configuration> System> System Settings DST
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[] Enable DST

Start Time Apr % | |First w | [ Sun W |02 L

End Time Oct | Last | |5un w02 b

DO5T Bias 30min o
B save

Figure 68 DST Settings
2. Select the start time and the end time.
3. Select the DST Bias.

4. ClickSaveto activate the settings.
6.3 Maintenance

6.3.1 Upgrade & Maintenance

Purpose:
The upgrade & maintenance interface allyou to process the operations, including
reboot, patly restore, restore to default, export/import the configuration files, and
upgrade the device.
Enter the Maintenance interfac&onfiguration> System> Maintenance> Upgrade
& Maintenance
. Reboot Restart the device.
Restore Reset all the parametersxeept the IP parameters and user information,
to the default settings.
Default Restore all the parameters to the factory default.
Note: After restoring the default settings, the IP address is also restored to the
default IP address, please be carefultfus action.
. Export Import Config File Configuration file is used for the batch configuration

of the camera, which can simplify the configuration steps when there are a lot of

cameras needing configuring.
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Steps:
1. ClickDevice Parameterso export the curent configuration file, and save it
to certain place.
2. ClickBrowseto select the saved configuration file and then cliokport to
start importing configuration file.
Note: You need to reboot the camera after importing configuration file.
Upgrace: Upgradethe device to a certain version.
Steps:
1. Select firmware or firmware directory to locate the upgrade file.
Firmware: Locate the exact path of the upgrade file.
Firmware Directory: Only the directory the upgrade file belongs to is
required.
2. ClickBrowseto select the local upgrade file and then clidhgradeto start
remote upgrade.
Note: The upgrading process will take 1 0 minutes. Please don't disconnect
power of the camera during the process, and the camera reboots automatically after

upgrade.

6.3.2 Log

Pupose:

The operation, alarm, exception and information of the camera can be stored in log
files. You can also export the log files on your demand.

Before you start:

Please configure network storage for the camera or insert a SD card in the camera.
Steps:

1. Enter log searching interfac€onfiguration> System> Maintenance> Log
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Major Type |AII Types V| Minor Type |AII Types V|

Start Time 2016-03-10 00:00:00 e End Time 2016-03-10 23:59:59 e | Search |
Log List | Export |
Mo. Time Major Type Minor Type Channel Mo. LocalRemote User Remote Host IP

Figure 69 Log Searching Interface
2. Set the log search conditions to specify the search, including the Major Type,
Minor Type, Start Time and End Time.
3. ClickSearchto search log files. The nwded log files will be displayed on the log

listinterface.

Start Time [2015-0-25 00:00-00 Bl EndTime [2015-05-25 2359:59 Bt] [ search |
Log List ‘ Export ‘
No. Time Major Type Minor Type Channel No. Local/Remote User Remote Host IP

1 2015-05-2519:12:34 Operation Remote: Get Working Sta... admin 10.16.1.107 A

2 2015-05-2519:12:12 Operation Remote: Get Working Sta... admin 10.16.1.107 3

3 2015-05-2519:12:12 Operation Remote: Get Working Sta... admin 10.16.1.107

4 2015-05-2519:12:112  Operation ~ Remote: Get Working Sta... admin 10.16.1.107

5 2015-05-2519:12:11 Operation Remote: Get Working Sta... admin 10.16.1.107

6  2015-05-2519:12:11 Operation Remote: Get Working Sta... admin 10.16.1.107

7 2015-05-2519:12:11 Operation Remote: Get Working Sta... admin 10.16.1.107

8 2015-05-2519:12:10 Operation Remote: Get Working Sta... admin 10.16.1.107

9  2015-05-2519:09:28 Operation Remote: Get Parameters admin 10.16.1.107

10 2015-05-25 19:09:25 Operation Remote: Get Parameters admin 10.16.1.107

11 2015-05-25 19:09:25 Operation Remote: Get Parameters admin 10.16.1.107

12 2015-05-2519:09:24  Operation Remote: Get Parameters admin 10.16.1.107 7
Total 614 ltems 1 | = ==

Figure 610 Log Searching

4. To export the log files, clidkxportto save the log files.

6.4 Security Settings

Configure the parameters, including Authentication, Anonymous Visit, IP Address

Filter, and Securit$ervicefrom security interface.
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6.4.1 Authentication

Purpose:

You can specifically secure the stream data of live view.

Steps:

1. Enter the Authentication interface&€onfiguration> System> Security>

Authentication.

RTSP Authentication [basic w

Figure 611 RTSP Authentication
2. Select the RTSRuthertication type basicor disablein the dropdown list to
enable or disable the RTSP authentication.
Note: If you disable the RTSP authentication, anyone can access the video stream by
the RTSP protocol via the IP address.

3. ClickSaveto save the settings.

6.4.2 IP Address Filter

Purpose:

This function makes it possible for access control.

Steps:

1. Enter the IP Address Filter interfac€onfiguration > System> Security > IP
Address Filter

[[] Enable IP Address Filter

IP Address Filter Type  [Forbidden ~
IP Address Filter | Ade | | modify | | Delete |
] Mo P

Figure 612 IP Address Filter Interface
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2. Check the checkbox @&nable IP Address Filter
3. Select the type of IP Address Filter in the ddmavn list, Forbiddenand Allowed
are selectable.
4. Set the IP Address Filter list.
Add an IP Address
Steps:
(1) Click theAddto add an IP.
(2) Input the IP Adreess.

Add IP Address X

IP Address | |

Cancel

Figure 613 Add an IP
(3) Click theOKto finish adding.
Modify an IP Address

Steps:
(1) Leftclick an IP address from filter list and cid&dify.
(2) Modify the IP address in the text filed.

Modify IP Address X

IP Address [196.166.20.134 |

Figure 614 Modify an IP

(3) Click theOKto finish modifying.
Delete an IP Address
Leftclick an IP address from filter list and clidélete.
Delde all IP Addresses
ClickClearto delete all the IP adésses.

5. ClickSaveto save the settings.
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6.4.3 Security Service

To enable the remote login, and improve the data communication security, the

camera provides the security service for better user experience.

Steps:

1. Enter the security service configuration interfaconfiguration > System >
Security> Security Service

[] Enable S5H

[+ Enable lllegal Login Lock

B save

Figure 615 Security Service
2. Check the checkbox @nableSSHto enable the data communication security,
and uncheck the checkbox to disable the SSH.
3. Check the checkbox dEnable lllegal Login Locknd then the IP address will be
locked if the admin uer performs 7 failed user nampéassword attempts (5 times
for the operator/user).

Note: If the IP address is locked, you can try to login the device 3fteninutes.

6.5 User Management

1. Enter the User Management interfaceConfiguration >System >User

Management

User List | Add |
Ma. User Mame Level

1 admin Administrator

Figure 616 User Management Interface
Adding a User
Theadminuser has all permissions by default and can create/modify/delete other

accounts.
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Theadminuser canot be deleted and you can only change #diminpassword.
Steps:
1. ClickAddto add a user.
2. Input theUser Name selectLeveland inputPassword.
Notes:
Up to 31 user accounts can be created.
Users of dferent levek own different default permissions. Ogrator and user

are selectable.

& STRONG®ASSWORBECOMMENDERe highly recommend you create a
strong password of your own choosing (using a minimum of 8 characters,
includingat least three of the following categoriespper case letters, lower
case lettes, numbers, and special characters) in order to increase |the
security of your product. And we recommend you reset your password
regularly, especially in the high security system, resetting the password

monthly or weekly can better protect your product.

3. you can check or uncheck the permissions for the new user.

4. ClickOKto finish the user addition.
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Add user x

zer Mame |1EST |0
Level | Operator v|
Password |--r1---1- |a

Confirm I I I T] |ﬂ

[] Select All

[] Remote: Parameters Settings ~
[#] Remote: Log Search f Interrogate Wor._ .
[] Remote: Upgrade f Format

] Remote: Two-way Audio

[] Remote: Shutdown / Rebaoot

[] Remote: Notify Surveillance Center /...

[] Remote: Video Cutput Control

[1 Remote: Serial Port Control

[#] Remote: Live View

] Remots: Manual Record

/| Remote: FTZ Control W

[# Remnta: Plawhas ke

Figure 617 Add a User
Modifying a User
Steps:
1. Leftclick to select the user from the list and ciMiodify.

2. Modify the User NameLeveland Password

A STRON®ASSWORBECOMMENDEWe highly recommend you create a
strong password of your own choosing (using a minimum of 8 characters,
including at least three of the following categories: upper case letters, lower
case letters, numbers, and special characters) in order twease the
security of your product. And we recommend you reset your password
regularly, especially in the high security system, resetting the password

monthly or weekly can better protect your product.
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3. You can check or uncheck the permissions.

4. ClickOKto finish the user modification.

User Mame |test |
Level [Operator v
Paszword |...IC. |

our p h at
wo kinds of them contained

Confirm (ITITT]

[] Select Al

[] Remote: Parameters Settings A
/] Remote: Log Search / Intermogate Wor...
[[] Remote: Upgrade f Format

] Remote: Two-way Audio

[] Remote: Shutdown / Reboot

[] Remote: Notify Surveillance Center /.

[] Remaote: Video Output Contral

[[] Remote: Senal Port Control

] Remote: Live \iew

&/ Remote: Manual Record

| Remote: FTZ Control W

[# Remants: Blavhack

Figure 618 Modify a User
Deleting a User
Steps:

1. Click to select the user you want to delete and dbeltete.

2. ClickOKon the popup dialogue box t@onfirm the deletion
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Chapter 7 Network Settings

Purpose:
Follow the instructions in this ch#er to configure the basic settings and advanced

settings.

7.1 ConfiguringBasicSettings

Purpose:
You can configure the parameters, including TCP/IP, DDNS, PPPoE, Port, and NAT, etc.,

by following the instructions in this section.

7.1.1 Configuring TCP/IP Settisg

Purpose:

TCPI/IP settings must be properly configured before you operate the camera over
network. The camera supports both tHev4 and IPv6. Both versions dan
configured simultaneously without conflicting to each other, and at least one IP

version shald be configured.
Steps:
1. Enter TCP/IP Settings interfacgonfiguration> Network >Basic Settings

TCP/IP
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Figure 71 TCP/IP Settings

2. Configure thebasic networksettings, including th&lIC Type, IPwar IPv6Address,
IPv4or IPv6Subnet Mask, IPvdr IPveDefault Gateway, MTU settings and
Multicast Address.

3. (Optional) Check the checkboxEhable Multicast Discoveryand then the online
network camera can be automatically detected by client software via private
multicast protocol in the LAN.

4. Configure the DNSesver. Input the preferred DNS server, and alternate DNS
server.

5. ClickSaveto save the above settings

Notes

The valid value range of MTUL280~ 1500.

The Multicast sends a stream to the multicast group address and allows multiple

clients to acquirghe stream at the same time by requesting a copy from the

multicast group address. Before utilizing this function, you have to enable the
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